
 

1 | P a g e  

IT Health Check Report 
Client: Marin Legal Services, LLP 
Date: October 2025 
Consultant: FractionalFocus360 

1. Executive Summary 
FractionalFocus360 conducted a comprehensive IT Health Check for Marin Legal Services, 
LLP, a 100-person regional law firm serving clients across Marin, Sonoma, and Napa 
Counties. The firm operates in a competitive legal environment where technology 
performance, data integrity, and client confidentiality are mission-critical. This assessment 
was designed to evaluate the firm’s overall IT health, security posture, and readiness to 
leverage next-generation tools such as artificial intelligence, while ensuring compliance 
with privacy and ethical standards expected in the legal profession. 

Our review covered five core areas: Governance, Infrastructure, Security, Cloud & AI 
Readiness, and Operational Maturity. Using interviews, system documentation, and 
configuration sampling, we established a baseline maturity score of 5.2 out of 10. This score 
reflects a capable but fragmented IT environment — one that has evolved organically over 
time without centralized oversight or a long-term modernization strategy. The systems 
currently support the firm’s day-to-day operations but expose the organization to growing 
risks in cybersecurity, data continuity, and scalability. 

Key findings include: 

• Governance Gaps: IT decisions are reactive, often driven by immediate operational needs 
rather than strategic priorities. The absence of an IT Steering Committee and documented 
policies leads to inconsistent standards and unclear accountability. 

• Aging Infrastructure: On-premises servers are approaching end-of-life, creating 
reliability and performance issues. Remote access via VPN is inconsistent, affecting staff 
productivity. 

• Security Weaknesses: Lack of MFA enforcement, inconsistent password management, 
and outdated backup practices increase exposure to ransomware and data loss. 

• Cloud & AI Opportunity: The firm has begun experimenting with AI tools such as 
Microsoft Copilot but lacks a governance framework to manage confidentiality and ethical 
use. Migration to managed cloud services offers both efficiency and resilience benefits. 

• Law Firm Specific AI applications: The firm, while experimenting in an unplanned 
manner with AI, can greatly benefit from implementing existing, licensable  AI applications 
to accelerate many mid-level tasks. 
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The impact of these issues is measurable in both operational risk and opportunity cost. 
Frequent downtime, fragmented data storage, and limited automation constrain the firm’s 
ability to scale efficiently or adopt modern client service models. Rising cybersecurity 
insurance premiums further signal that proactive governance and modernization are now 
business imperatives, not optional enhancements. 

At the same time, the firm is well-positioned to achieve substantial gains with targeted 
investments. By implementing multifactor authentication, formalizing IT governance, and 
migrating to a secure cloud-based document system, Marin Legal Services can reduce its 
exposure to data loss by over 70%, increase remote productivity, and cut recurring 
infrastructure costs by an estimated 20–30%. Responsible adoption of AI tools will further 
streamline document drafting, case preparation, and research — enabling attorneys to 
focus more on client strategy and less on administrative overhead. 

This report provides a 90-day actionable roadmap that prioritizes quick wins such as MFA 
enforcement and cloud backup implementation, while laying the foundation for long-term 
transformation through governance, automation, and AI readiness. The roadmap is 
supported by budget guidance, vendor recommendations, and policy templates tailored to 
small- and mid-sized professional firms. 

Ultimately, the path forward for Marin Legal Services is one of disciplined modernization — 
combining the reliability of proven technology with the agility of intelligent automation. 
With focused leadership and guided implementation, the firm can transform its IT 
ecosystem into a secure, efficient, and innovation-ready platform that directly supports its 
mission of providing exceptional legal services with confidence and integrity. 

 

2. IT Governance & Leadership 

Marin Legal Services lacks a formal IT governance framework. Technology decisions are 
reactive and decentralized. There is no regular review cycle or documentation of IT policies. 

Recommendations: 

• Establish an IT Steering Committee including partners and department heads. 

• Adopt quarterly governance reviews for IT risk and modernization progress. 

• Document and assign ownership of all IT policies. 
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3. Infrastructure & Systems Review 

The firm’s systems include a legacy on-premises Windows Server 2016 environment, aging 
desktops, and hybrid cloud use through Microsoft 365. VPN connectivity for remote users is 
inconsistent, and there is no centralized device inventory. 

Recommendations: 

• Migrate document and case management systems to a cloud-based solution. 

• Replace servers with managed Azure services. 

• Deploy centralized device and patch management. 

 

4. Security & Compliance Posture 

Security controls are minimal: no MFA enforcement, inconsistent password hygiene, and 
outdated backup methods. There is no incident response plan or formal policy framework. 

Recommendations: 

• Enforce MFA across all accounts and VPNs. 

• Adopt strong password and backup policies (templates provided in Appendix). 

• Conduct annual security awareness training. 

 

5. Artificial Intelligence Recommendations 

Marin Legal Services has begun exploring generative AI tools such as Microsoft Copilot but 
lacks a structured governance model or defined AI adoption plan. The firm stands to gain 
significant productivity and consistency improvements through selective, well-governed 
deployment of configurable legal AI platforms. 

Recommended Platforms 

1. Harvey AI (Legal Assistant Platform) 
Harvey AI enables attorneys to draft, summarize, and analyze legal documents using a 
secure, firm-specific instance integrated with Microsoft Word and Outlook. 
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Business Advantage: Reduces time spent on first-draft creation, research, and 
summarization. Enables reallocation of 15–20% of attorney time toward client strategy. 

2. NetDocuments Legal AI App Builder 
NetDocuments’ Legal AI App Builder creates workflow-specific automation apps (e.g., clause 
recognition, privilege identification) directly within the firm’s document management 
system. 

Business Advantage: Embeds AI into existing workflows, improving accuracy, reducing 
human error, and maintaining compliance through secure managed cloud infrastructure 

 

6. Risk Scorecard & Heatmap 

Category Current Score 
(1–10) 

Target Score 
(1–10) 

Risk Level Business 
Impact 

Security 4 9 꾂 Exposure to 
client data 
breaches 

Infrastructure 5 8 꾂 Downtime, lost 
productivity 

Governance 3 8 밂 Unclear 
accountability 

Cloud & AI 4 9 밂 Missed 
efficiency gains 

Backup & 
Recovery 

5 9 꾂 Potential data 
loss 

Heatmap (Text Representation): 

꾂 High Risk: Security, Backup & Recovery 

밂 Medium Risk: Infrastructure, Governance, Cloud & AI 

밄 Low Risk: None 
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7. Prioritized Action List (Quick Wins → 90-Day Roadmap) 

The following prioritized initiatives provide a clear path from immediate remediation to 
strategic enablement. Each action includes both the tactical objective and the corresponding 
business advantage it delivers. 

 

Priority 1: Enforce MFA and Password Policy 

Owner: IT Lead | Timeline: 30 days | Effort: Low | Impact: High 

Implementing multifactor authentication and a strong password policy will reduce 
unauthorized access risks, enhance compliance readiness, and build client confidence in the 
firm’s data protection standards. 

 

Priority 2: Implement Offsite/Cloud Backup 

Owner: Managed Service Provider (MSP) | Timeline: 45 days | Effort: Medium | Impact: High 

Transitioning backups to a secure cloud system ensures continuity during outages or cyber 
incidents, minimizing data loss and downtime. 

 

Priority 3: Form IT Steering Committee 

Owner: Managing Partner | Timeline: 30 days | Effort: Low | Impact: Medium 

Creating a steering committee ensures technology decisions align with firm strategy, adds 
accountability, and drives consistent progress. 

 

Priority 4: Adopt AI Policy and Pilot Tools 

Owner: CIO or Partner Champion | Timeline: 60 days | Effort: Medium | Impact: Medium 

Developing an AI policy and piloting tools like Microsoft Copilot will enable productivity 
gains while maintaining confidentiality. 

 

Priority 5: Implement Selected AI Tools 

Owner: CIO or Partner Champion | Timeline: 90 days | Effort: High | Impact: High 
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Select from among the AI tools recommended, execute proper licensing and installation, 
train staff, and monitor launch. 

 

Priority 6: Begin Cloud Migration 

Owner: MSP | Timeline: 90 days | Effort: High | Impact: High 

Migrating key systems to the cloud provides scalability, enhanced remote access, and a 
platform for future automation. 

 

8. Budget Guidance & Vendor Recommendations 

Each recommended initiative has been evaluated for cost, vendor suitability, and its direct 
business advantage. The following guidance provides a high-level financial framework and 
highlights how each investment strengthens Marin Legal Services’ operational resilience, 
security, and productivity. 

 

Cloud Migration 

Estimated Budget: $8,000–$12,000 

Recommended Vendors: Microsoft Azure, NetDocuments 

Migrating the firm’s document and case systems to a secure cloud platform modernizes 
collaboration and reduces dependency on aging servers. This investment improves 
accessibility for hybrid teams, decreases maintenance overhead, and ensures business 
continuity through redundant data storage. 

 

Security Upgrades 

Estimated Budget: $3,000–$5,000 

Recommended Vendors: Duo MFA, Bitdefender, Acronis 

Implementing MFA, advanced endpoint protection, and updated backup solutions 
strengthens data security and reduces risk exposure. This initiative protects client 
confidentiality, minimizes downtime, and may reduce cyber-insurance premiums. 
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AI Integration 

Estimated Budget: $12,000–$24,000 

Recommended Vendors: Microsoft Copilot, CaseText 

Introducing AI-assisted tools enhances document review efficiency while maintaining data 
integrity. Properly governed AI workflows help attorneys focus on analytical work, reducing 
time spent on repetitive tasks. The cost variance is large due to the need to identify which AI 
tools are to be implemented. 

 

Governance Setup 

Estimated Budget: $1,000–$2,000 

Recommended Vendors: FractionalFocus360 

Establishing a governance framework with policy templates and workshops builds 
accountability, standardizes decision-making, and ensures scalable, compliant growth 
aligned with firm goals. 

 

9. Policy Templates (Appendix) 

A. Password Policy (Excerpt): 

All passwords must be at least 12 characters long and include upper, lower, number, and 
symbol. Passwords must not be reused for at least 12 months. Multi-Factor Authentication 
(MFA) is required for all remote access. 

B. New Employee Onboarding Checklist (Excerpt): 

• Assign workstation and credentials 
• Configure email and cloud access 
• Review security awareness policy 
• Confirm VPN access 
• Record device in inventory system 

C. Backup & Recovery Policy (Excerpt): 

Data backups occur nightly with verification logs retained for 90 days. Cloud backups are 
stored in geographically redundant locations. Semi-annual restore tests must be 
documented. 
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10. Optional Implementation Support 

FractionalFocus360 can provide light implementation support for the recommendations in 
this report, including vendor coordination, policy rollout, and cloud migration oversight. 
Typical engagement: 40 hours over 6–8 weeks. 

 

  



 

9 | P a g e  

 

11. Summary & Next Steps 

Marin Legal Services is positioned to make meaningful technology gains by adopting 
structured governance, enhancing security, and responsibly leveraging AI. 
FractionalFocus360 recommends initiating the 90-day roadmap immediately, with regular 
progress check-ins. 

Contact: ken@fractionalfocus360.com | www.fractionalfocus360.com 

 


